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NOTICES

The material in GeoCue Group, Inc. documents is protected by United States Copyright
laws.

You may make as many copies of this material for use internal to your

company as you desire. Please do not distribute this material outside of your
company without first discussing with us.

Trademarks, Service Marks

e Windows and .NET and Silverlight are trademarks of Microsoft
Corporation.

e NIIRS10, GeoCue and CuePac are registered trademarks of GeoCue
Group, Inc.




Getting Help

We are sure that you will experience different problems with GeoCue
that range from installation issues to defects that made it through our
testing undetected. We hope that you will immediately contact us with
any problems or questions and have the patience to work with us
through a successful GeoCue deployment.

Please contact us via phone or email for assistance with or comments about GeoCue and
Federator.

Email:
support@geocue.com

Phone:

1-256-461-8289

Just ask for GeoCue Support and you will get connected with someone who can assist
you. There is usually someone in the office between the hours of 0600 and 1800 CDT,
USA on weekdays. Weekends are sort of hit or miss.

Fax (always on):

1-256-461-8249


mailto:support@geocue.com
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About this Document

Welcome to the Federator User Guide. Throughout this document we use the following
conventions to highlight information:

| Boxes outlined in black contain general production information and hints. |

Boxes outlined in blue contain information about why we made a particular
design decision and/or information about features that we are still working.

| Boxes outlined in green contain information about special product features. |

| Boxes outlined in red contain cautionary information. |

Federator 5 May 2017
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1 Introduction

GeoCue Federator allows multiple GeoCue Servers to be connected to create a
“federation” and allow them to share certain information. For example, licenses from
one GeoCue server can be shared with other connected GeoCue Servers where they can
be “borrowed”. Also, GeoCue Users are synchronized across all connected servers. In
addition to connecting GeoCue Servers, multiple GeoCue Federators can be connected to
allow specific information to be shared.

Another benefit that GeoCue Federator provides is the ability to allow web applications
to connect directly to Federator and leverage the information of the “federation”.
GeoCue Federator Dashboard is a great example of how this information can be used
effectively. GeoCue Federator Dashboard can consolidate the status of specific entities
of multiple GeoCue projects spanning multiple GeoCue Servers and multiple GeoCue
Federators.

Federator 1-1 5 May 2017
Copyright 2017, GeoCue Group, Inc.



@@e
Group

Federator User Guide

2 Network Requirements & Considerations

Although there are multiple ways to connect your servers using Federator, we
recommend using one of the following configurations. Depending on which one you
plan to use, there are some things to consider.

All port numbers referred to in this section will be the default port numbers set after
initial installation. If your configuration requires you to change the port numbers that
Federator uses, those port numbers will need to be used during the configuration steps
below.

Make sure to configure your network and any firewalls to allow inbound and/or
outbound communication in the configuration that you choose to implement.

2.1 “All Internal” Configuration

 emet 3

Port 80 Port 8007 &
(Trusted Network(s) A

= =

=

== 8=

= = ==

115 Web Server Fedarator
GeoCue Sarvers

N J

In this configuration, all the servers (11S Web Server, Federator, and GeoCue Servers) are
connected to the same network or to multiple trusted networks. If you want to be able to
access the web applications (Federator Admin, Federator User Manager, and Federator
License Manager) from outside you network(s), you will need to open a few ports to
allow communication.

Communication with the I1S Web Server:
e Port 80: the default port used by IIS for HTTP traffic

Federator 2-1 5 May 2017
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Communication with the Federator:
e Port 8007: used for Federator
e Port 8008: used for User Manager and License Manager

2.2 DMZ Configuration

Internet
Port 80 Fort 8007 &
8008
(" DMZ A (" Trusted Network(s) )
==
=
= =
= = g=
_':'_ _:'_ Fprt 80D0 ==
1S \-’;ah S;rvar Fedarat-ur
GeoCue Servers
N\ W, . y

In this configuration, the 11S Web Server and the Federator are on a Demilitarized Zone
(DM2Z) network. The GeoCue Servers are connected to the trusted network(s). If you
want to be able to access the web applications (Federator Admin, Federator User
Manager, and Federator License Manager) from outside you network(s), you will need to

open a few ports to allow communication.

Communication with the 11S Web Server:
e Port 80: the default port used by IIS for HTTP traffic

Communication with the Federator:
e Port 8007: used for Federator
e Port 8008: used for User Manager and License Manager

Communication between Federator and GeoCue Server(s):

e Port 8000: default port for clients to talk to a GeoCue Server

Federator 2-2 5 May 2017
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3 Installation & Setup

3.1 Prerequisites

The following items must be installed and configured prior to installing GeoCue
Federator (in the following order):

e Internet Information Services (l1S)

e _NET Framework 3.5 (Available from the “Master Setup”)

e MSDE or SQL Server

| For configuring IIS for GeoCue, please see the “GeoCue IIS Installation Guide”. |

The following Services must be enabled:
e Net.Pipe Listener Adapter

e Net.Tcp Listener Adapter
e Net.Tcp Port Sharing Service

3.2 Installation

Each GC Server that you wish to connect to the Federator must have the required
“Core User Interfaces I” and “Core User Interfaces II” components installed.

The GeoCue Federator installations are listed on the Master Setup under the GeoCue
Federator Software section. Select the checkboxes for “Core”, “Core User Interfaces 17,
and “Core User Interfaces II” to click the “Install Selected Products™ button.

After the Federator Server installation finishes, Federator Database Manager will be
started to allow you to install and/or update your database.

Please complete all the steps in “Federator Server Setup” below before starting the
“Core User Interfaces I’ and “Core User Interfaces II” installations.

3.3 Federator Server Setup

After the Federator Server Core install finishes, the Federator Database Manager will
automatically be started to allow you to configure the necessary settings.

If you will be using MSDE or the full version of SQL on the same machine as the
Federator, you will be able to fully setup and install the database used for Federator from
within Federator Database Manager.

Federator 3-1 5 May 2017
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If you will be using full SQL from another machine than the one where Federator is
installed, you will have to manually install the Federator database yourself. This process

is explained below.

* GeoCue Federator Database Manager, k E'

Database Server\Instance: XPEUILDTESTIDK
Database: GeoCusFederator

Database | Federator Server Info | E-mail | Licensing |

Configuration

[ Select Database Instance... ] [ Select Common Folder... ]

Common Folder: |

Maintenance

Current Databass Version:  Unavailablz

Latest Databass Version:
Update

First, click “Select Database Instance” to specify the database server and instance.
e If you will be using MSDE, use the database instance “MSDEGEOCUE” in the form

“<machine>\MSDEGEOCUE” where “<machine>”" is the machine name.

¢ If you will be using full SQL, choose the name of the database instance you created in
SQL in the form “<machine>\<instance>"” where “<machine>" is the machine name
where the SQL server is running and “<instance>” is the database instance in the SQL

server.

Federator 3-2 5 May 2017
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&3

* Select Federator Database Serverilnstance

3

Specify the desirad database server with the form "MACHINE\INSTANCE

Database Server\Instance: | XPEUILDTESTIDK\MSDEGECCUE

[ OK ] [ Cancel ]

3.3.1 Setup MSDE or local SQL Server

All you need to do is click “Install Federator Database” and select a folder location for
the database. The folder specified must be located on a local physical drive. This will
create and connect the database with the MSDE or SQL server.

3.3.2 Setup Remote SQL Server

To use a remote SQL server from another machine, follow these steps on the remote
machine:
1. Locate the Federator database template files (“GeoCue_Federator_Data.MDF” and

“GeoCue_Federator_log.LDF”). They are located in the “DBTemplate” folder under the
installation location of the “GeoCue Federator Server” folder. The default installation
location for the “GeoCue Federator Server” is in the “Program Files” folder.

2. Copy the database template to the machine where the remote SQL server is located.

3. Using the SQL server management tools, attach the database template as a database
named “GeoCue_Federator” in the database instance you want to use.

3.3.3 Continue After SQL Server Setup

After the database instance is selected and installed, click “Select Common Folder” to set
the Common Folder at a UNC folder location. Then you are ready to update the database
to the latest version by clicking the “Update” button.

Federator 3-3 5 May 2017
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* GeoCue Federator Database Manager, ['5_(|

Database Sarveri\Instance: XPEUILDTESTIDK\MSDEGEOQCUE
Database: GeolCusFederator

Database | Federator Server Info | E-mail || Licensing |

Configuration

[ Select Commaon Folder... ]

Common Folder: |

Maintenance

Current Databass Version:  1.0.8.0
Lat=st Databass Version:  1.0.11.0

When the update finishes you will be taken to the Licensing tab to import your Federator
licenses. If you do not have a GeoCue license file, contact GeoCue Support with your

Federator Server Code listed on the Licensing tab. We will generate a license file for you
to import.

Once you have your GeoCue license file, browse for your license file location and then
click “Import”.

Federator 3-4 5 May 2017
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* GeoCue Federator Database Manager E'

Database Sarver\Instance: XPEUILDTESTIDK\MSDEGEQCUE
Database: GeoCusFederator

|. Database || Federator Server Info || E-mail | Licensing |

Import Licenses

License FI|E:| | E]

Federator Server Codes | d30003ffce53bf |

When licenses have successfully imported you will see a summary of the licenses added.

Licenses Added: 2

Licenses Updated: 0

You will then be prompted for your Federator Administrator password as the server is
started.

\ The default password for the “Admin” login is “geocueadmin”.

Federator 3-5 5 May 2017
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* Federator Server Administrative Login E'

Username: | admin |

Password: || |

| ok | [ cancel |

The Licensing Tab will now be hidden and the Federator Server Info tab will be
populated with information.

# GeoCue Federator Database Manager,

Database Server\Instance: XPEUILDTESTIDK\MSDEGEOCUE
Database: GeoCusFederator

| Database Federator Server Info [ E-mail |

Geolue Faderator Familiar Name: |tv{PBL.IILDTEFJDK |

Description: | |

Server Machine Name: |)'~'F'BUILDTE|'JDK |

Guid:  2dcB9915-1527-4624-9757-7F143c32c370

Apply

If you will be using the email features of our Federator applications, the settings for your
SMTP Server are entered on the Email tab.

Federator 3-6 5 May 2017
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* GeoCue Federator Database Manager,

A

Database Serveri\Instance: XPEUILDTESTIDK\MSDEGEQCUE
Database: GeoCusFederator

| Database | Federator Server Info | E-mail |

SMTP server: || |

SMTP Server Port (0 for default); | o | [ Test

E-mail Addrass: | |

Password: | |

Enter your SMTP Server address and port number. Also, enter the email address that the
emails will be sent from and the password for that account. Clicking “Apply” will save
these settings, and clicking “Test” will send a test email to the email account.

3.4 Core User Interfaces Setup

After the Federator Core User Interfaces | & Il installations for the first time on a
machine, follow the steps outlined in the “GeoCue 1S Installation Guide” to finish the
necessary 1S setup configurations.

Federator 3-7 5 May 2017
Copyright 2017, GeoCue Group, Inc.



Ge e )
ol Federator User Guide

4 Configuration

4.1 Federator Admin

All configuration settings of the connected GeoCue Servers connected to the Federator is
done in the Federator Admin web application. It can be accessed from the Start Menu
using the “Federator Admin” shortcut.

The first time you access Federator Admin, you will receive an “Unable to find specified
user” message. This is because no users have been created on the Federator yet.

{Z Error - Windows Internet Explorer E”E”‘S__q
@.\T—-_‘/' |§, lacalhast v| Ba| 44| X |.‘;-’ |p v

T:\?Fa\-'orites @Error & - r_] =] g%g * Page » 3Zafety = Tools » I@Iv =

Could not authenticate user XPBUILDTESTJDK \Administrator: Unable to find specified user
WORKGROUP\Administrator.

Login as another user

Click the “Login as another user” link under the error message and enter your Federator
Administrator login.

\ The default password for the “Admin” login is “geocueadmin”. \

Federator 4-1 5 May 2017
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ﬁ Federator Administrator Login - Windows Internet Explorer |:||§|r>__<|
@; L4 |g‘ localhost V| B[+ X |:? | all
{IFavorites @Federator Adrninistrator Login ﬁ A [ Eég T Page~ Safety - Tools - I@v ”
@ Federator Administrator
v
Please login

Username: |admin |

Pajs‘,vord_’ |........... |

OR
l Use Current Credentials l

Done € Local intranet da v Hamw -
—

If you do not have the Microsoft Silverlight plug-in installed, you will see a button to
access a web download to install. After installing Silverlight, you will see Federator
Admin.

Federator 4-2 5 May 2017
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/= Federator Administrator - Windows Internet Explorer

G@ - |g| http: fflocalhost,/FedaAdmin, WebForms FedAdmin, asp: V| |E| |E| |z| |f3' Live Search | |}J 'l
7 Favorites | (& Federator Administrator |_| ﬁ - = @ v Page~ Safety ~ Tools - ®' ?
|

Name Machine Name  Status Processing Status  Server Port | Description Add Server...

Remove

Configure

URL Add Federator...

Machine Name Connection Type Local Description Group

XPBUILDTESTIDK | XPBUILDTESTIDK - o http://XPBUILDTESTIDI:§ Remove
Configure

Export XML

%) Local intranet Fy v How - ﬂ

Done
I -

4.1.1 Connecting a GeoCue Server
To be able to connect a GeoCue Server to the Federator, you must first check the “Can
Connect to Federator” checkbox in Database Manager for the GeoCue Server.

Federator 4-3 5 May 2017
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# GeoCue Server Database Manager, EI
@

Databaze Serversnstance: ®PEUILDTESTJDEMASDEGEOCLE

D atabaze: geocue

| D atabaze || W arehouzes || Coordinate Systems || Licensing || Global Folders || E-Mail | Server Info l_

GeoCue Server Familiar Hame: |><F‘BLIILDTESTJDK |
[Default iz zerver machine namel

Descrption: | |

Cah Connect to Federatar

Connection [nfa

Remove Federator ‘

Apply

Then in Federator Admin, click the “Add Server” button to connect a GeoCue Servers.
Input the machine name of the GeoCue Server and click OK.

Add GeoCue Server 5

XPBUILDTESTIDEK

Federator 4-4 5 May 2017
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Note: The “Familiar Name” is another name you can give to describe the server (other
than the machine name). It is set in the GeoCue Server Database Manager on the
Server Info tab. It will be displayed in the “Name” column in the list of connected
GeoCue Servers in addition to the machine name.

When the connection to the server is complete, it will show up in the list of GeoCue
Servers. Repeat these steps to add any other GeoCue Servers you want to be part of the
federation.

When a GeoCue Server is connected, GeoCue users and shared licenses are
synchronized. When the synchronization is complete, those users and shared licenses
will be available in User Manager and License Manager.

{= Federator Administrator - Windows Internet Explorer

@@f L |g, http: filocalhost/FedAdmin, WebFaorms Fedadmin, asp:x V| @ || X |f;' Live Search | P
. B — ¥
¢ Favoriies | (@ Federator Adminstrator | | far - B ) dh v Page~ Safety > Tooks <+ @~

~

Machine Mame Status  Processing Status  Server Port | Description Add Server...

XPBUILDTESTIDK | XPBUILDTESTIDK . None 8000

Configure

Machine Name Ceonnection Type Local Description Group URL
XPEBUILDTESTIDK | XPEUILDTESTIDK o ol http://XPBUILDTESTIDK: Remove

Configure

Export XML

v

Dane & Local intranet Fh v Ho0w -

4.1.2 Connecting a Remote Federator

GeoCue Federators are connected by sharing an XML file with both Federators that need
to be connected. This allows the connection to be confirmed at both sides as a security
measure.

To export the XML file for the local Federator, select it on the Federator list and click the
“Export XML” button. This will allow you to browse for a location to save the XML
file.

Federator 4-5 5 May 2017
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Save in: ID My Documents j €] Lﬂf [l
2 @My Music
: @My Pictures
My Recent
Documents

ty Computer I

-

My Metwork File name: || j Save I
Places
Saveastype: |xML Files [“aml] | Caricel |

Use the XML file from the remote Federator to add that Federator connection. Click
“Add Federator” and browse for the location of the XML file and select the connection
type needed.

B

Add Federator

Incoming and Qutgoing Connection =

The “Group” selection is a feature that we are working on to allow Federators to be
assigned a group to aid in easily selecting multiple Federators in applications.

Federator 4-6 5 May 2017
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When the connection to the Federator is complete, it will show up in the list of connected
GeoCue Federators.

To keep from having to log into Federator Admin using the Federator Administrator
login, create a new Federator user. Creating a new user is described in Section 5.1
about User Manager.

Federator 4-7 5 May 2017
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5 Using Federator

5.1 User Manager

To access the Federator User Manager, you can click the “User Manager” button at the
top of Federator Admin or click the “Federator User Manager” shortcut from the Start
Menu.

(= User Manager - Windows Internet Explorer

6@ - |E| http: fflocalhostfFedadmin. web/UserManager . aspx V‘ |E| |E| |zl |f,' Live Search
< Favorites |guger Manager ﬁ ¥ = @ ~ Page v 3afety r Tools - @v a

.
~C

Local Federator b

Username Description Email Groups Dashboard Permissions  Type Domain/Workgroup Require Pimary Credentials  Seurce Server

administrator Administrators  NONE Domain | WORKGROUP XPBUILDTESTIDK

Import Domain UsersJ I Add... ] Remove Properties...

Dione .aLocaI inkranet ‘fﬂ - ®100% v it

The combo box defaults to “Local Federator”, which means that the users and groups
displayed are on the Federator. All other connected GeoCue Servers will be listed in the
combo box. When a GeoCue Server is selected, the users and groups for that server are

displayed.
Local Federator

XPBUILDTESTIDK
[]

irs

ername

To add a user to the selected Federator or GeoCue Server, click the “Add” button.

Federator 5-1 5 May 2017
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Add User

Everyday Users

Supervisors

Administrators

Web Users Web based GeoCue

Add Mame

Remowve

Clear

Descripticn

These users are just like users that you create on you GeoCue Server, and they have all

the same properties.

The “Requires Primary Credentials” check box is used for a username that will be
shared among multiple users, but requires that you use other credentials to gain access.

Multiple users can also be imported from a Domain that the machine is connected to

currently. Users can be selected from the list of domain users available. They will all be
created automatically as GeoCue Domain users. You can also override the domain name
to use if it is different depending on your configuration.

Federator
Copyright 2017, GeoCue Group, Inc.
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Import Domain Users 25

User groups are good ways to organize your GeoCue USers.

Federator 5-3 5 May 2017
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(= User Manager - Windows Internet Fxplorer

@ - |E http: ) flocalhost/FedAdmin, \Web/UserManager . aspe V| ‘E| |E| |Z| |,3 Live Search
sijavorites gUser Manager & - - @ * Page ~ Safety = Tooks ~ 0- b

-
-~

Local Federator -

Group Name Description Email Users Global

Administrators administrator

Everyday Users

Supervizors

Web Users Web based GeoCue users.

Properties...

Done | | | | -gLocaI inkranet | Ji ~ | 100 - i

If there are conflicts during the user synchronization with any GeoCue Server, you will
see a “Resolve Conflicts” button appear.

Resolve Conflicts

rkaroup Require Pimary Credentials  Source Server
P XPBUILDTESTIDK
XPEBUILDTESTIDK

When you click the “Resolve Conflicts” button, you are able to choose whether the user
should be located on the Federator or the Server.

Federator 5-4 5 May 2017
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Resolve User Conflicts £

MName Source Server Federator Senver

testuser | XPEUILDTESTIDK v

5.2 License Manager

To access the Federator License Manager, you can click the “License Manager” button at
the top of Federator Admin or click the “Federator License Manager” shortcut from the
Start Menu.

(= License Manager - Windows Internet Explorer

% - |E| http: fflocalhost/FedAdmin, Web/LicenseManager, aspe V| |E| |£‘ |z| |f: Live Search
{‘“' Favarites [@License Manager l_l ﬁ ¥ = @ T Page » Safety = Tools » @v

oC
Local Federator -

Licenses | Shared Licenses Failures

Share Product Serial Number Type In Use Source Start Date ~ Exp. Date Maint. Start Date
=l Federator Administrator | FA-5-N-E-06000700-00200002 | Node Locked | True XPBUILDTESTIDK | 7/21/2010 1/1/z011 7/21/2010
v Federator Server F5-5-F-E-06000700-00200001 | Floating True XPBUILDTESTIDK  7/21/2010 1/1/2011 7/21/2010

Tl J

Apply Sharing Import Licenses... Remove Properties...

Done gLoca\ intranet #3 - 100 v Lt

Federator 5-5 5 May 2017
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The combo box defaults to “Local Federator”, which means that the licenses displayed
are on the Federator. All other connected GeoCue Servers will be listed in the combo
box. When a GeoCue Server is selected, the licenses for that server are displayed.

Local Federator -
Local Federator .

HPEBUILDTESTIDK
Share FTORIOICT

To import more licenses, click the “Import Licenses” button and then browse for the
GeoCue License (GCL) file.

Sharing a license allows a license to be used by any GeoCue Server in the federation.
To share a license, check the check box next to the license(s) to share. Then click the
“Apply Sharing” button. When a license is shared it will show up on the “Shared
Licenses” tab.

Only “floating” licenses can be shared. “Node locked” and “Server” licenses cannot be
shared.

{= License Manager - Windows Internet Explorer

m - |ﬁ| http:fflocalhostFedAdmin,\Web/LicenseManager aspi V| ‘El |E| |z| |f;' Live Search | ‘}J '|
i} Favorites | @License Manager |_| @ - = @ * Page ~ Safety » Tools - ®. b

-

Local Federator -

Product Serial Number Type InUse |Loaned To | Source | Start Date | Exp. Date | Maint. Start Date | Maint. Stop Date | Wer
GeoCue Client | GCC-5-F-E-07000000-00100005  Floating | False 5/14/2010 1/1/2011 5/14/2010 5/14/2011 07.

Done ‘aLocaI inkranet 5 v ®100% -

The “Usage” tab and the “Failure” tab display charts where you can see the history of
license file usage and license request failures.

Federator 5-6 5 May 2017
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= License Manager - Windows Internet Explorer

% - |§| http:flocalhost/Fedadmin. web/LicenseManager, aspx V||E| |£| |z‘ |f,' Live Search
5l Favorites eLicenSE Manager @ =2 = @ = Page -~ Safety - Tools - @v a

>
-~

Local Federator b

Federator Administrator License Usage

v, T T T T T T T T T T T T T T T T T T T T T T T
4:00 PM 6:00 PM 8:00 PM  10:00 PM 12:00 AM  2:00 AM  4:00 AM 6:00 AM 8:00 AM  10:00AM 12:00PM  2:00 PM 4:00 PM
5:00 PM 7:00 PM 9:00 PM  11:00 PM  1:00 AM 3:00 AM  5:00 AM 7:00 AM 9:00 AM  11:00 AM  1:00 PM 3:00 PM
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If a license has failures, the product name will be red in the combo box. If a license does
not have failures, the product name will be black.
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Federator Server Accumulated License Failures
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Settings for monitoring license usage can be changed by clicking the “Settings” button.
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License Monitoring Settings ZE
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6 Concluding Remarks

We hope that you are finding working with the GeoCue product family to be a significant
increase in productivity and ease of use. Hopefully you have not discovered too many
software defects (bugs).
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